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ACC analysis of NTNER audit of publicly funded computers, December 2009 and June 2010

| am writing to advise you of the outcomes of the Australian Crime Commission’s analysis of the
December 2009 and June 2010 audit of publicly funded computers conducted under the Northern
Territory National Emergency Response Act 2007 (NTNER Act).

In December 2009, FaHCSIA conducted an audit of “publicly funded computers” in the Northern
Territory. Consistent with the requirements of Section 29(5) of the NTNER Act, FaHCSIA then
forwarded the audit reports to the ACC. In March 2010 the ACC Cyber Intelligence Unit received data
containing 539 encrypted audit reports. Analysis of the data found that 61 audit reports contained no
information due to corrupted software or user error. Further analysis of the remaining 478 audit
reports identified 85 suspected pornographic images or web pages accessed from seven
organisations. Accordingly the list of audit reports positive for pornographic material is attached as
Annex A to this report.

In June 2010, FaHCSIA again conducted an audit of applicable computers under the NTNER Act. In
August 2010, 602 encrypted audit reports were received by the ACC Cyber Intelligence Unit for
analysis. Of these reports 26 were unable to be opened as a result of a computer password
encryption error. Analysis of the remaining 576 audit reports identified 106 suspected pornographic
images or web pages accessed from 15 organisations. Accordingly the list of audit reports positive
for pornographic material is attached as Annex B to this report.

In relation to the computer errors mentioned above, discussions between ACC and FaHCSIA officers
are continuing in order to resolve this issue for future audits. In relation to the delay in the
dissemination of the results from the December 2009 audit, | am advised that this occurred as a
consequence of discussions between ACC, AFP and FaHCSIA to establish protocols for the
dissemination of the ACC's analysis of these reports. The outcome of these discussions was that
FaHCSIA would receive empirical data on non-compliance of NTNER audited organisations (ie.
where computers have been used to access pornography) and the AFP would only be disseminated
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audit reports for child pornography. To date no child pornography has been identified. It is intended
that future audits will follow these agreed protocols.

You should note that the attached information (as recorded in Annex A and B) is being provided
pursuant to section 59(7) of the Australian Crime Commission Act 2002 (Cth) for your agency’s
further dealing and as such, caveats apply in relation to the handling of this material.

In particular, this information should not be copied and must not be released to any other agency or
person without the prior approval of the ACC.

If this information is potentially subject to subpoena, Freedom of Information requests or any other
order for production or disclosure, | request that you advise the ACC as soon as practicable with a
view to making arrangements to claim either or all of the following:

Conditional possession of the document;

Public interest immunity from production,

Exemption from FOI action;

Exemption from production pursuant to Section 51(3) of the ACC Act.
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| thank you for your co~operatuon in handling the attached information according to these caveats.
Should your office require further information please have them contact < 4 ¥
41F orviaemailto <47 13 b)crlmecommlssaon gov.au.

Yours sincerely

i PP - S E—

John Lawler APM
Chief Executive Officer
2 November 2010
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Secretary
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Tuggeranong Office Park

Soward Way (cnr Athllon Drive)

Greenway ACT 2900

ACC analysis of
NTNER audit of publicly funded computers, December 2009 and June 2010

The attached information (as recorded in Annex A and B) is provided pursuant to section 59(7) of the Australian
~ Crime Commission Act 2002 (Cth) for your agency's further dealing. Please have your staff contact - < & ¢
s41F ! if clarification of the above or further information is required. )

This information should not be copied and must not be released to any other agency or person without the
prior approval of the ACC.

If this information is potentially subject to subpoena, Freedom of Information requests or any other order for
production or disclosure, | request that you advise the ACC as soon as practicable with a view to making
arrangements to claim either or all of the following:

Conditional possession of the document;

Public interest immunity from production;

Exemption from FOI action;

Exemption from production pursuant to Section 51(3) of the ACC Act.

Your co-operation in having the attached Information Appraisal Form completed and returned will assist the ACC
to determine whether the information disseminated is of interest and/or use to your agency. Your advice of any
positive outcome if further inquiries are undertaken would also be appreciated.

e-appreciated if the enclosed receipt could be completed and returned to Ms Jessica Kosic.

John Lawler APM
Chief Executive Officer
23 November 2010

| acknowledge receipt of the document referred to above (ACC Reference: 10/111351)
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ACC Ref: 10/111351

AUSTRALIAN CRIME COMMISSION
INFORMATION APPRAISAL FORM

Please complete and return to:
sAF

Australian Crime Commission
PO Box 8850
Alice Springs NT 0871

Appraisal of Information:
The information provided to Department of Famili‘es, Housing, Community Services and Indigenous

Affairs regarding ACC analysis of NTNER audit of publicly funded computers, December 2009
and June 2010;

[] Is of limited interest or relevance to my agency.

[] Is of general interest but has no direct relevance to current investigations.
[] Is of real interest and is relevant to current investigations.

[] Has directly assisted current investigations by

[] Other comments

................................................................................................................................................................
.................................................................................................................................................................
.................................................................................................................................................................
.................................................................................................................................................................

Completed By:

NAME! e e e [in full]
AJENCY. et s e e s |
Designation: ... e

Date: e beterenerreeeerae et

Your cooperation in completing and returning this evaluation form will assist the
Australian Crime Commission to identify and disseminate information that is relevant to
your agency in a timely manner.
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